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CTATUCTUHECKUE OAHHDBIE O KUBEPMPECTYINMHOCTH

ll,,
w ~ 3322023 - 2,6 MAH. pybnen
Q 3a 2024 - 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHunm

TpeTba YyacTb permncrpupyetca 8 MmnHcke

CambIm BO3pacTHbIM noTepneswmm no 86 ner,
OHW YCTAHOBW/IN NPUNOXHKEHMNE

Kon-Bo npectynieHuit 8 cTpaHe
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MNopTtper XKXEPTBbLI
KubepnpecrynHuka

G eHLWmnHbl (60%)

oT 31 no 45 net (33,2%)

A TpyooycTpoeHs

C BbicLLMM 0bpa3oBaHuem (40%)

Cnocobbl coBeplieHunA
MoweHHu4yecTBa 60%

XUleHnAa umyLectea, nytem moguodukaumm komn. nHe. 30%

He3akoHHbIM 060poT cpeacTB nnatexa 4,1%

HecaHKUMOHUPOBAHHbLIN JOCTYN, YHUUTOXKEHMUE,
6nokuposaHue, moaudpukauma n nHbole 3,9%

Bbimoratenoctsa 3,3%
3aBeoMO NoXHoe coobuieHne 06 onacHoctu 1,6%



IHTEPHET-MOLLUEHHNYECTBA N XULLIEHNSI C UCMONb30BaHUEM CETU
NHTepHeT cocTtaBnaT bonee 90% OT Bcex knbepnpecTyneHnm

Peknama B MecceHaXxepax,
coobLlieHue B coLceTax

Bnagenbubl camu nepeBoadar
OEeHbIN 3a HecyLeCcTBYIOLWMIA ToBap,
aosepsist pekname B HTepHeTe,
NI nocrie coobLLEeHnst (TEKCTOBOIO
NI FTONOCOBOI0) C Npocbboun
POACTBEHHMKA NN 3HAKOMOIO U3
coumnanbHON CEeTH..

JocTyn K akKkayHTy

[Nocne 3aBnageHnsa ogHUM
aKKayHTOM MOLLEHHUKN C HEro
paccbinarT ApYyrMM KOHTakTam

c¢henKoBble roriocoBbIe UMK

TEeKCTOBble COObOLLEHUS C
npocbbon NnepeBecTn AEHbIN.

NEPE-
BO

AKKA-
YHT

OEHbI'U

3BO-
HOK

OAH-
HbIE

3BOHOK B MecceHaxepe

MoLlueHHMKMN NpeacTaBnaTCA
COTPYyLAHUKaMU
NpaBOOXPaHUTESbHbBIX OPraHoB,
GaHKOBCKMX OpraHu3auumn,
paboTHMKaamMn ornepaTopoB CBA3MW,
POACTBEHHUKAMM.

YbexaarT yCTaHOBUTb
nporpamMmMHoe obecrneyeHue,
NONy4YnTb KPeauT, NePeEBECTUN AEHbLIN
Ha «3allULLEHHbIN CYETY.

NMony4yeHne nepcoHanbHbIX
AaHHbIX

OUNLLUNHIT nogaenbHble canThbl
GaHKoB, KpUNTODMPX UNn
MOBUIbHbIE NPUNOXEHNS
ornepaTopoB CBA3M.

[Tony4mB NNYHbIE JaHHbIE NN
AEHbIN, NOXULLIAKT UX.



CyTb CXEMbI

MoOLLEHHMKN NpeaCcTaBnsTCA COTPYAHUKaMU
NpaBOOXPaHUTENbHbIX OPraHoB, paboOTHUKaAMM
6aHka, onepaTtopoB CBSA3W UM FTOCOPraHoB.

Mcnonb3ytoT NCUXonornyeckmne yrnoBKu, UrpatoT Ha
YyBCTBaX, CHa4ara yrpoxatoT Unm coobLLatoT o
npobrneme, NOTOM npeafaratoT NOMOLLb B ee
PELLEHUMN.

Y6exaarT YCTaHOBUTb NporpaMmmMmHoe
obecnevyeHne 1 nepegaTtb Ko, perncrtpaunu, unm
NONy4YnTb KPEAUT N NEePEBECTUN AEHbIV Ha
“3aLlLMLLEHHbIN” CYET.

Pecnybanka beaapycs
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< Hasan BJ':: nia) TG‘.l.'A,' azan
3abnoxkuposaib LobasuTe
" CeeTnaHa , Ro6pbIA AeHb.
-\ : i NoGpbiit

§ St
1 Kak obcrosT Bawm gena?

Xopowo

Bbl N0 Kakomy Bonpocy?

. Csamu ceasanca?

Her. f He 3Hal0,KTO 3T0

Ceityac NPOXOAUT NPOREPKa Haluewn
OPraHM3saumm, KT0-10 U3 COTPYAHWUKOB
NOAO3PEBALTCA B CNOHCUPOBAHUU
TEPPOPMU3Ma, KaKiMe-TO NEPesonbl, Cam
TONKOM HUMEro He NoHsn, ¢ Bamu Gyner
CBA3bIBATLCA
3T0 COTPYAHUK

. Byaer
3afaBaTh BONPOCHI Ha KOTOPLIE HYXXHO
OTBETUTD.

[eno cepbé3axoe, npueaxanu nioau 13
KoMuTeTa, Nnpocbba HUKOMY U3
COTPYAHWUKOB He COobLaTL AaHHYIO
MHPOPMALIMIO, KOMY HYXHO COoBIWmUTL
caenat 310 NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobwuTe MHe, XopoLwo?

Mo
& m WpuHa Hukonaesa o

15260 © @ - - ol B GD

9 despans

Hartanbs HuUkonaesHa, 406pblit AeHb.

[o6pbiit aeHb, UpuHa BnagummuposHa.
14:39 W

Kak o6cToAT Bawm gena?

Bce HopManbHo. YTo-To cnyunnoch?
1442 &

970 3amevaTtenbHo, ¢ Bamu Hosaw
cBasbiBanca?

He NOMHIO TaKoro...aT0 KTO TaKOW? 1445

Cenyac NnpoxoAUT NpoBepka Halero
y4ye6HOro 3aBefieHus, KTo-To U3
COTPYAHUKOB NOAO3peBaeTcs B
CNOHCUPOBaHWUM TEPPOPU3MA, KaKUe-To
nepeBo/bl, Cama TONKOM HUYEro He
noHana. MNoka nonpoLuy Konneram HU4ero
He roBopuTb. KoMy Hy>XXHO ByaeT coobLmTb
- CAAeNnato 370 JIMYHO.

C Bamu cBsxxetca Hosaw Anekcein
Bnaaumuposuy, ato cotpyaHmk KK
KOTOpbIil 3aHMMaeTcs aTuM genom. byaer
3ajiaBaTtb BOMPOCHI.

0, boru! Kakune nepesogbi? XopoLwuo..
14:48 &

Koraa no3BOHAT, COOBLUUTE MHE.

20:40 (GIOZ0D) - -
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EcTb 2030
3auemM Te6e? 7030
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[a MHe onnaTtuTb HaJo, a Ha KapTe
HUYEro Het

5208 1300 0020 2063

A1 3a KOMUCCUIO BEpHY

Ha Komuceuio nopur 20:31

Hanuwm kak npuayT 2031w
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CyTb CXeMbl

MoLueHHMKN co3aatoT nogaesibHble
CanTbl KpUNTOOMPXK UNK
NHBECTULMOHHbIX NiaTtdopm.

PasmellatoT peknamy B IHTepHeTe.

MoabICKMBAIOT 3aVHTEPECOBAHHbIX B 3BOHOK OT KypaTopa (Tpeiaepa)
NaccMBHOM [OXOAE Nodel, FoTOBbIX C NpeasioXXeHUem BNOXKUTb

OTKAUK Ha peKnamy 1 3anonHeHune
dopmbl 0bpaTHOM CBA3MW.

NeHbMM B UHBECTULMKU. NHoraa

BJITOXNANTb J1IbHbI HblI' B |7|K B [¥)
© pearnbHbIe Ae (penkosyto MOXKET BbITb NO MOBUILHOM CBA3MN.

BMpxKy, SskOBbI NO4 «PYKOBOACTBOM
KypaTtopay.

Ha pgene okasbiBaeTcs, YTO 3apaboTok,
BUOMMbIA Ha 3KpaHe, BCEro nNuLlb
HapUCOBaHHbIW.

[Mpu NoNbITKE BbIBOAA AEHET C BUPKM
HeEobxoAMMO ONNaTUTb B3HOCHI,
HaN0rM, KOMUCCUIO, NOLITUHY

N NPoYMEe NNATEKM.

Nerknx peHer HE BbIBAET.
Peknama nHeectuyuin pabortaet
no NpuHUMNy pmHaHcoBOW NupamMunabi.




NMPUMEPBI NOAAE/IbHbIX NNATOOPM

BAMA e ey L MAPH  CBOBODE
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1000.00 AUD [oXA3TECA 3B0HKE OT KOHCYNETSHTE Kounakmy Maznpom WseecT u noaTeepINT:
apx $6.5617 o w

* OnnH w3 CamLX ROXORHEX 3KTHEOR
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OTKPLITBE NO3WLY Q BHCTPLM BLIBOR CPEACTE Ha MOBYI0 KapTy

Anexkcewn Muanep
0.00USD 000USD 0.00USD 0.00USD 0.00USD OuUSD QNg op J po
Ml np#=ANN PELUSHNS OTKDEITS JOC Q@ L

o
AUDCAD “ AUDCAD rpaxaak Benapych, nockoneky sTo ans
Maznpowa, T3k U anA Genopyccoe.

[eno & TOM, UTO H3 ASHHLH MOMEHT POCCHUMCENN 133
CTIHOSATCA CaMuM BOCTPE00E3HHEIM #3 MMPOBOM peikke. Bo
BCEX CTP3HAX MWP3 CTPEMHTENSHO PACTET CNPOC H3 Ero
nokynxy. Mo 3T0# NPIUAKE ME! PELNN YBENHUMTE 05 beME
NPOMZE03CTES 333 € 4 P3za n NPUENEYs NKASH CO BC2H
Benapych B £3UecTss WHBECTOPCS

Mockoneky UEHE HE ra2 c2iNac BeICTpO MEHAKTCA, BCe, KTO
Y43CTEYOT B NpoekTax T33npoMa, NONYJaKT B CPEIHEM no
$800-58,500 aoxona eKeMECAUHO.

1000.00 AUD

$6.5617

¥ NPOJAT A KYNUTL

OTKPLITHIE NOIMLIAN




CyTb CXeMb

MOLLIEHHNKN CO3aal0T akKayHTbl B COLICETSIX U Ha
TOProBbIX NAOLLaaKax.

4 by.konfiskat
57

37 20,5 TbiC. 0

.{l;:- My6nukaummn Noanucumkn Moanucku
r'?;,,Q eccyapbl

S| M550 #o 19:00 -

Pa3meLwiatoT poTo ToBapa No 3aHUKEHHOMN CTOMMOCTW.

A noa pasnuyHbiMK npeanoramun yoexaaroT nepeBecTu
OEHEeXHble cpeacTBa B KA4eCTBE MOSIHOW UMM YaCTUYHON
npegonnarol.

Orabisbl Or3biebl focraska Bupeoorswl... Mecro

NMpoBepbTe cylLlecTBOBaHME Mara3nHa, NO3BOHUB NO
Gernopycckomy Homepy,

BepxHsas ... KnueHTbl... KnMHTbI... 3uma
kS ® K
OUEeHUTe AaTy co3gaHus akKayHTa U ' :

HaCTOPOXUTeCb GONbLUMM KONMM4YEeCTBOM
noaANMUCYUNKOB 3a KOPOTKOE BpeMHl.



POULWINHT.

Cnocob, Koraa MOLEHHUKN TOYHO KONUPYIOT
HACTOALWMM N CO34a0T GULLMHIOBbBIN CaMT.

Yalle Bcero 3aBnageBatoT NepCcoHaibHbIMU AAHHbIMMU,
MCNOb3yA NoaaebHble CTPpaHMLbl 6aAHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpw BXOAE B 3epPKanbHbIM UHTEPHET-OAHKUHT UK NPU
NOKynKe «bnnetoB» Ha GULLIMHIOBOM CanTe
No/ib30BaTeNb BBOAUT CBOU INYHbIE AAHHbIE, B TOM
ymncne kog ns CMC.

2TUMU AdHHbIMW 3aBN1aAeBaloT MOLUWEHHUKHA
N coBeplialot XxmueHume geHeXHblX cpeacTB.

NHTepHeT-aapeca
H6enopyccKknx opraHmn3auum
pacnonaratoTca B
HAUMOHA/IbHOM CErMmeHTe
NHTepHeTa —

NOMEHHOMN 30He «BY».

BCEFOA NMPOBEPAUTE
ANPEC CTPAHULbI,
rOE BBOOUTE
NINYHDBIE OAHHDIE.
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NOJZIb3YUCS BE3OMNACHO

https:// 6aHk
https:// AoctaBKa

nOIIb3yﬁTECb MOOUIbHbIMM npuUnoXXeHnamm GELTE]

Mepexopute B MHTEPHET-6AHKUHT TONbKO C 0(pMLMANBHOrO CauTa
6aHKa

MpoBepsitTe aapec MHTEpHET-6aHKUHIa B aApeCHOIN CTPOKe, MEXAY
nocneaHein TOMKOM U NepBO HAKNTIOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBUpYITE Ha KapTe, UCNONb3yeMOM1 AN OHNAWUH-NIATeXeH,
ycnyry 3-D Secure (noaTsepxaeHue nnarexen SMS-konom)

He nepexoaute B MHTEpHET-6aHKMHT MO CCbIIKaM B MOMCKOBbIX
cucTemax

e e rCTEMIO He ucnonb3yiite SMS-Kkoabl oT 6aHKa U KOA ¢ 060POTHOM CTOPOHbI

-

’
\ 33- KUBEPMPECTYMHOCTM KapTbl ANS NONYYEHUS AEHEXHbIX CPEACTB
/ #g. yYBA BUTEBCKOIo

qf"\ RSO TKOMA He nepexoauTte no ccbinkam U3 co06LLEHMI ANA JOCTYNA K
N MHTEPHET-6aHKUHIY U UHbIM CePBMCaM UM YCIyraM




[eHeXxHble nepeBoAbl

MoweHHuKu nog
pasnuYHbIMK NpeanoraMmm
“BbITArMBAOT” U3 XepTs
AEHbIN.

PenKoBble MarasuHbl
npeasiaratoT nepesecTu
npegonnarty 3a ToBap Ha
cyet unm bBIK.

Koabl n3s coobuweHmnn

LndpoBbie koabl u3
CMC B COBOKYMHOCTU C
APYrMMU AaHHbIMU
NnpeaocTaBnsoT AOCTYN
K cepBucam U, B
HEeKOTOpbIX crny4asx,
AaloT BO3MOXHOCTb

0POPMUTL OHJIaNH-
KpeauT.

JInyHble aaHHbIE

OrpaHunybte
pacnpocTpaHeHue
JINYHbIX JaHHbIX
MoLlEeHHMKN Ncnonb3yrT
HenpoceTu 1 co3garT

ann-goenkn (ronocosble
UM BUOEON306paxKeHns).

O6nayHble naponu

K pasHbim cepBucam
pa3Hble naponu
Coctas naporns

MeHemxkep naponen
O6na4yHble naponu
(aByxdpakTopHas
ayTeHTUdMKaumsa) K
cepBucam.




5 Unbs 3 a

TpeHA PacnpPOCTPAHAETCA B MONOLEKHOMN Kubepcpese. |

CyTb CXeMbl

3aKknto4aeTca B ToOM, 4Tobbl co3aaTb
HebnaronpuaATHYO 0O6CTaHOBKY rocopraHam,

HaPYLWMUTb PEXUM UX PaboTbl UM OTOMCTUTDL B —
cBoemy 06MAYMKY, CO3AaB ANA Hero npobaemol e B

C NPaBOOXpPaHUTE/IbHBbIMU OPrdaHaMM.

He Mano s.51

Ecnu ¢ 16 unn 18 1o HOpM

>

OTBeTCcTBEHHOCTb HacTynaer ¢ 14 nert
U npeaycMmaTtpuBaeT BNAOTb A0 7 nert
nuweHuna ceoboapbl.

c14 18:55/

HanucaHo 7 net 310 MakCUMyM ;.55

MUHUMYM WTPAD 16550




Aponbl — ntoaun, NpeaocTaBaAloWmeE
cBou HaHKOBCKUE PEeKBU3UTbI AN1A
TOro, Yto6bI YEPE3 UX
NPOMEKYTOUYHbIE CYEeTa NPOBOAUNUCH
NOXULLEHHbIE AEHbIN.

[lna noucka AponoB MOLWEHHUKHU
pa3mMeLllaloT pasinyHbie
006bABNEHUA C BaKAHCUAMM.

OTBETCTBEHHOCTb 32 NPOUCXOXKAEHUE
npoweAaLwmnx no 6aHKOBCKUM cHeTam
AEHEer HecyT BNageNblbl TAKUX CHETOB.

Cratben 222 YK
npeaycMoOTPEeHO HaKa3aHue
BnAoTb Ao 10 net

NuweHua ceoboapil.

Uropb 3yes

MHWHHCTEPCTBO TPyAa U COLMa...
=== % BHUMaHWe, MOLIEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINOSIHEHWs pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoan ans pacnakosBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pa6otbl Muwwure

croga:(@

Deleted Account

Liudposasa rpaMmoTHOCTD
BukTopuHa

CpOYHO HYXXHbl NtOAN Ha
BakaHcuio "TaiHbIi NokynaTens"
ctaBka 75K B mecsl. NMucaTb
croga:(@

Ownaxa KypauHa

CEB] Ludposas rpamoTHOCTL
MAlTs MoLeHHUYecKue Cxembl C UC...

Hy>XHbl NtoaM ANs peknambi.
Onnata ot 50 000 B mecsL.
MuwuTe croga:(@

TxeDcVI cpr

Ludposasa rpamoTHOCTD

BUKTOpUHa
Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHowu
onnatou Tpyaa. Nucatb
cropa:@

NaNa Suliman & 8300

MUHUCTEPCTBO TPyAa U couma...
=== % BHUMaH1e, MOLIEHHUYECKa...

Hy>XHbl yNu4Hble
doTtorpadsbl, onnata 300-500
py6neit 3a doTo. MNMucatb

croga:@

= =

o Deleted Account

MuHKCTEpPCTBO TPyAa M coyuma... :
=== % BHUMaHWe, MOLIEHHWUYECKa...

- CPOYHO HA NMAPY HACOB
- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 3¢ TJTATUM CPA3Y
; MO0 OKOHYAHUIO CMEHbI '«
*  [uwwure! - @



ONEPALIUU C KPUNTOBANIOTOM

[lopAgoK OCYyLLEeCTBEeHWs

CAENI0K C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«O6 obpaueHUn LMPpPoBbIX 3HAKOB (TOKEHOB)>

PA3SPELWLEHO

[MToKynaTb TOKEHbI (KpMNTOBaNIOTY) 33
AEHEeXKHble CpeacTBa TO/IbKO Ha
H6enopycckmx KpMNTobmprKax, ABNAIOLLNXCA
pe3naeHTamu lNapKa BbICOKMX TEXHOOTUA.

ObmeHMBaTb TOKEHbI Ha APYyrMe TOKeHbl Ha " '\ ) . b 4
w , e N\
NobbIX KpunTonnatpopmax 6e3 orpaHUYEHUN. Sl I \ %

SAMNPELLERO

\
[MoKynaTb UK NPoAaBaTb TOKEHbI
(KpMnTOBaNIOTY) 33 AEHEXKHbIE CPEACTBA
Ha MHOCTPAHHbIX KPUNTOBMPIKaX
Ny GU3NYECKUX TNLL.




byabte 6auTeNnbHbLI!
JTU 3HAHUA NOMOTYT Bam
COXPAaHUTbL BalLlM AeHbru!

[ naBHOE ynpaBneHue

No NPOTUBOOENCTBUIO KNOEPNPecTynHOCTH
KPUMMUHASTIbHOW MUNULUUK

MBL Pecnybnukn benapyces.




